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Privacy Concern, Locus of Control, and Salience in a 








The social networking site (SNS) acts as a gateway through which online networking connections are made possible.  
Therefore, a user must be willing to provide his or her information to the SNS in order for others to find and “befriend” him 
or her and vice versa.  Results from an online survey was used to test a trust-risk model of information disclosure in which 
two dispositional factors (Internet privacy concern and locus of control) and one situational factor (salience of SNS in daily 
life) were hypothesized to influence perceived risk regarding SNSs in general and trust in a SNS in particular.  All proposed 
hypotheses were found significant, suggesting that the dispositional and situational factors are potentially salient in the SNS 
context.  Findings also suggest that perhaps providing completed categories of personal information may be more sensitive 
than individual pieces of information alone. 
Keywords 
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INTRODUCTION 
The growing popularity of social networking sites (SNSs) has created a new stream of inquiry for academics and practitioners 
alike as indicated by the number of papers appearing in the proceedings of conferences and workshops.  Millions of SNS 
users have integrated the sites into their daily routines.  For example, Facebook alone has over 400 million active users, with 
the average user spending more than 55 minutes per day on Facebook (Facebook, 2010).  One common goal of SNSs is 
forming connections among users.  To facilitate the formation of these connections, users must be willing to provide others 
with certain information about themselves (e.g. by populating their profile information) so that their friends and 
acquaintances can search for, identify, and connect with them.  This holds true for the development of new relationships as 
well.  For example, it has been shown that Facebook users who populate their profile fields tend to have more friend 
connections (Lampe, Ellison, & Steinfield, 2007). 
However, prior to allowing other SNS users to search for and view his or her information, a user must first be willing to 
submit and store this personal information on the SNS.  The SNS itself acts as the gateway through which the online 
networking connections are made possible.  Therefore, a user must be willing to provide his or her information to the SNS in 
order for others to find and “befriend” him or her and vice versa.  Privacy concerns, however, pose a problem since past 
research has consistently revealed that online users are generally concerned about the privacy of their personal information 
(USC Center for the Digital Future, 2009).  A number of studies have shown that in contexts related to information privacy, 
trust and risk are two of the most salient beliefs affecting people’s intentions to release information (e.g. Dinev & Hart, 2006; 
Malhotra, Kim, & Agarwal, 2004; Van Slyke, Shim, Johnson, & Jiang, 2006).  The trust-risk framework suggests that trust 
plays an important role in determining behavior in situations in which potential risks are involved (Luo, 2002).  Therefore, a 
model involving trust and risk would be an appropriate lens through which to examine the phenomenon of voluntary personal 
information disclosure on SNSs. 
We build on the trust-risk foundation in an attempt to further explain users’ willingness to provide personal information to 
SNSs.  Drawing on the theory of reasoned action and theory of planned behavior (TRA/TPB) paradigm, the trust-risk 
literature, and extant e-commerce studies, we propose a research model depicting the impact of two dispositional factors 
(Internet privacy concern and locus of control) and one situational factor (salience of SNS in daily life) on users’ trust and 
risk perceptions.  We believe that these factors have a noteworthy impact in the context of information disclosure on SNSs.  
The background literature and hypotheses development are presented next, followed by the methodology and discussion. 
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BACKGROUND AND HYPOTHESIS DEVELOPMENT 
Overview of Social Networking Sites 
Social networking sites (SNSs) have attracted the attention of individual users, the popular press, and academic researchers 
(Hargittai, 2007).  Interest among researchers has been wide-ranging, with areas focusing on social capital (Ellison, 
Steinfield, and Lampe, 2007), privacy concerns (Gross and Acquisti, 2005), differences between users and non-users 
(Hargittai, 2007), and impression management (DiMicco and Millen, 2007).  SNSs have been defined as “web-based services 
that allow individuals to construct a public or semi-public profile within a bounded system, articulate a list of other users with 
whom they share a connection, and view and traverse their list of connections and those made by others within the system” 
(Boyd and Ellison, 2007, p. 211).  The visibility of a user’s profile to other users differs by SNS and is usually configurable 
by the user.  In addition, the list of ‘other users’ is termed differently by SNS (e.g. ‘friends’, ‘contacts’, ‘fans’), but refers to 
others in the system with whom the user has a relationship (Boyd and Ellison, 2007).  In Facebook, these other users are 
called ‘friends’. 
Among the two largest SNSs as measured by number of registered users are Facebook and MySpace.  Facebook, in 
particular, boasts over 400 million active users, about half of whom log in on any given day (Facebook, 2010).  On the other 
hand, MySpace has over 100 million monthly active users around the world and more than 70 million total unique users in 
the U.S. (MySpace, 2010).  Other popular social networking sites in 2009 included Twitter, Flixster, Linkedin, and Tagged 
(Kazeniac, 2009). 
Willingness to Provide Personal Information to a SNS 
In this study, we are interested in why people are willing to provide their personal information to SNSs.  People’s willingness 
to provide information can be seen as a behavioral intention, which, according to TRA/TPB, is a reliable predictor of actual 
behavior (Ajzen, 1991).  Information disclosure involves submitting personal information to the SNS.  Regardless of whether 
or not the user chooses to or is willing to share this information with other online users, once submitted, the information is in 
the possession of the SNS.  While people can easily (and do) provide fictitious information to social networking sites, our 
interest is in investigating why people are willing to provide authentic personal information.  For the purposes of this study, 
personal information broadly encompasses any information that can help trace and confirm one’s identity, such as name, 
birth date, address, phone number, photograph, hometown, etc.  Prior studies about information sharing on SNSs suggest that 
trust in a SNS is a driving force that increases a person’s willingness to share information on that SNS (e.g. Dwyer, Hiltz, & 
Passerini, 2007; Fogel & Nehmad, 2009).  For example, Dwyer et al. (2007) found that Facebook users are more trusting of 
Facebook than are MySpace users of MySpace.  Consequently, more Facebook users included personal information in their 
Facebook profiles than MySpace users in their MySpace profiles.  However, other factors exist that drive an individual’s 
personal information disclosure decision.  Our study explores two proximal and three distal factors that are likely to influence 
this decision.  The proximal factors are trust and risk beliefs, while the distal factors include Internet privacy concern and 
locus of control (which we model as dispositional factors) and the salience of a SNS in a person’s daily life (which we model 
as a situational factor). 
We will examine the causal model illustrated in Figure 1.  Table 1 provides definitions for each construct in the model.  Six 
hypotheses are proposed and each is discussed next. 
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Table 1. Summary of construct definitions 
 
Perceived Risk and Trust 
As previously proposed, risk and trust perceptions are two of the most central beliefs in contexts related to information 
privacy (Dinev & Hart, 2006; Malhotra et al., 2004; Van Slyke et al., 2006).  As such, both are examined in this study as 
proximal antecedents to willingness to provide personal information to a SNS.  We define an individual’s perceived risk as 
his or her expectation that a high potential for loss is associated with disclosing personal information on social networking 
sites (adapted from Malhotra et al., 2004).  Trust, on the other hand, reflects an individual’s confidence that personal 
information submitted to the SNS will be handled competently, benevolently, and with integrity by the SNS (adapted from 
Mayer et al., 1995; McKnight et al., 2002).  These definitions were adapted from extant literature and adjusted to fit the 
context of the current study. 
Drawing upon the TRA/TPB (Ajzen, 1991; Ajzen & Fishbein, 1980), we argue that a person’s risk and trust beliefs will tend 
to significantly influence his or her willingness to provide personal information to a SNS.  The TPB postulates three 
determinants of behavioral intention: attitudes, subjective norms, and perceived behavioral control; however, underlying 
these determinants are the beliefs relevant to the behavior (Ajzen, 1991).  In general, if an individual evaluates beliefs 
regarding a behavior in a positive light, then he or she would be more willing to perform the particular behavior (Ajzen, 
1991).  Conversely, a person who evaluates beliefs regarding a behavior negatively will be less likely to perform the 
behavior.  In studies of risk and trust in the e-commerce literature, perceived risk was found to negatively influence people’s 
willingness to provide personal information to transact online (Malhotra et al., 2004; Van Slyke et al., 2006).  However, trust 
was found to positively influence their willingness to do the same.  Therefore, we offer the first two hypotheses. 
H1: Perceived risk regarding social networking sites will be negatively related to willingness to provide 
personal information to a social networking site. 
H2: Trust in a social networking site will be positively related to willingness to provide personal 
information to the social networking site. 
Dispositional Factors: Internet Privacy Concern and Locus of Control 
Dispositional factors can be formed based on one’s personal traits as well as past experiences and tend to be relatively stable.  
The two dispositional factors examined in the current study are Internet privacy concern and locus of control.  The first 
factor, Internet privacy concern, reflects an individual’s uneasiness about the potential opportunistic behavior related to his or 
her personal information submitted over the Internet in general (Dinev and Hart, 2006).  In the trust-risk literature, there 
appears to be a consensus that individual dispositions can influence trust beliefs, and therefore risk beliefs (Mayer et al., 
1995; McKnight, Cummings, & Chervany, 1998).  Hence, it is conceivable that a person’s tendency to worry about Internet 
privacy will have an impact on his or her beliefs about the risk of providing personal information to SNSs in general and his 
or her trust in a SNS in particular. 
Construct Definition
Perceived risk An individual’s expectation that a high potential for loss is associated with disclosing 
personal information on social networking sites (adapted from Malhotra et al., 2004).
Trust in SNS An individual's beliefs reflecting confidence that personal information submitted to the SNS 
will be handled competently, benevolently, and with integrity by the SNS (adapted from 
Mayer et al., 1995; McKnight et al., 2002).
Internet privacy concerns An individual's uneasiness about the potential opportunistic behavior related to his or her 
personal information submitted over the Internet (Dinev and Hart, 2006).
Locus of control A generalized expectancy that rewards, reinforcements, or outcomes regarding information 
privacy violations are controlled either by one's own actions (internality) or by other forces 
(externality) (adapted from Spector, 1988).  [Note: low scores represent internality; high 
scores represent externality.]
Salience of SNS in daily life The extent to which the SNS has become meaningful and at the forefront of a person's daily 
life.
Willingness to provide 
personal information to SNS A person's willingness to submit and store authentic personal information on the SNS.
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Individuals who are very concerned about Internet privacy are likely to worry that personal information provided to any SNS 
may be misused.  Empirical evidence suggests that information privacy concerns tend to increase the perceptions of the risk 
of providing personal information to transact online.  For example, Van Slyke et al. (2006) found that consumers’ concern for 
information privacy was positively related to their perceptions of the risk of conducting transactions with Amazon.com.  
Furthermore, Malhotra et al. (2004) found that Internet users with higher information privacy concerns were more likely to 
have higher risk beliefs about releasing personal information to a discount club in exchange for club membership.  It follows, 
then, that Internet privacy concern should be positively related to the perceived risk of providing personal information to 
SNSs. 
H3: Internet privacy concern will be positively related to the perceived risk of providing personal 
information to social networking sites. 
Internet privacy concern should also impact trust in a SNS such that more concern would lead to lower trust.  Again, 
evidence from the e-commerce literature shows that Internet users’ information privacy concerns will negatively impact their 
trust beliefs about how online companies will handle their personal information (Malhotra et al., 2004).  It should also follow 
that Internet privacy concern will negatively impact trust in a SNS.  Therefore, the fourth hypothesis is stated as follows: 
H4: Internet privacy concern will be negatively related to trust in a social networking site. 
The second dispositional factor, locus of control, comes from the personality psychology literature and has been extensively 
studied in a wide variety of settings (Spector, 1988).  It was initially conceptualized as a general locus of control and 
measured using Rotter’s (1966) internal-external scale.  General locus of control is defined as “a generalized expectancy that 
rewards, reinforcements or outcomes in life are controlled either by one’s own actions (internality) or by other forces 
(externality)” (Spector, 1988, p. 335).  In our study, however, we wish to particularly examine individuals’ locus of control as 
it relates to their information privacy perceptions.  Specifically, we define locus of control in our context as a generalized 
expectancy that rewards, reinforcements, or outcomes regarding information privacy violations are controlled either by one’s 
own actions (internality) or by other forces (externality) (adapted from Spector, 1988). 
There is reason to believe that a person’s locus of control regarding information privacy violations will affect his or her 
perception of the risk of disclosing personal information to SNSs.  People with a high internal locus of control (internals) 
tend to believe that their own actions will determine whether they become victims of privacy violations.  Thus, internals are 
more likely to believe that the risk of becoming privacy victims is under their influence.  They may feel they have full control 
of the personal information they give to SNSs and that they can modify or delete this information at any time.  As a 
consequence, their perception of risk in providing personal information to SNSs may be negligible.  On the contrary, people 
with a high external locus of control (externals) tend to believe that outside forces, such as luck and powerful others, will 
determine their fate (Rotter, 1966).  Hence, externals are more likely to believe that the risk of becoming privacy victims is 
out of their control once they submit their personal information to a SNS.  The realization that once submitted, their 
information is somewhere in the possession of the SNS company (whether or not they attempt to modify or delete it from 
their SNS account) will generate a higher perception of risk. 
One study has empirically examined the relationship between general locus of control and risk perceptions with a small 
sample of first-year business students.  The study found significant correlations between the students’ general locus of control 
and both their general risk perceptions (i.e. perceived risk that diseases, traffic accidents, etc. would happen to the general 
public) and their personal risk perceptions (i.e. perceived risk that diseases, traffic accidents, etc. would happen to 
themselves) such that externals perceive higher risk and internals perceive lower risk (Källmén, 2000).  As such, we propose 
the next hypothesis. 
H5: Locus of control regarding information privacy violations will be positively related to the perceived 
risk of providing personal information to social networking sites, such that internals will have a lower 
perceived risk and externals will have a higher perceived risk. 
Situational Factor: Salience of SNS in Daily Life 
Unlike dispositional factors, situational factors are more malleable and are formed based situational influences.  The salience 
of a SNS in a person’s daily life is investigated as a situational factor in the present research.  We define the salience of a 
SNS as the extent to which the SNS has become prominent, meaningful, and at the forefront of a person’s daily life.  A 
similar concept exists in the SNS literature.  For example, Ellison et al. (2007) and Valenzuela, Park, and Kee (2009) use 
‘intensity of Facebook use’ as a measure of usage.  The measure was designed to capture the extent to which the participant 
was actively engaged in Facebook activities and was deemed as a better measure of Facebook usage than frequency or 
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duration indices (Ellison et al., 2007).  The salience of a SNS in our study was designed to furthermore capture the 
importance and meaningfulness of the SNS in a person’s daily life. 
A somewhat similar concept to salience also exists in the e-commerce literature, the concept of familiarity.  Familiarity is 
defined as a person’s understanding of another’s behavior based on prior interactions or experiences (Bhattacherjee, 2002) 
and has been widely recognized as a predictor of trust (Bhattacherjee, 2002; Van Slyke et al., 2006).  Familiarity has been 
found to be positively related to trusting an online recommendation agent and an online merchant (e.g. Komiak & Benbasat, 
2006; Van Slyke et al., 2006).  Salience resembles familiarity in that salience builds on a user’s prior interactions or 
experiences.  Just as it takes many interactions for one to become familiar with an e-vendor, it also takes constant interactions 
with a SNS for the SNS to become salient in one’s life.  However, unlike familiarity, the salience of a SNS does not require 
understanding of the SNS’s behavior.  And unlike familiarity, interacting often with a SNS does not necessarily make a SNS 
meaningful in one’s life. 
If familiarity breeds trust as suggested in the e-commerce literature (Komiak & Benbasat, 2006; Van Slyke et al., 2006), then 
the salience of a SNS in a person’s daily life should also lead to more trust in the SNS.  Because the SNS is salient in a 
person’s life, he or she must use the SNS frequently and frequency of use creates familiarity.  In addition, the importance and 
prominence of the SNS in the person’s life should also increase his or her trust in the SNS.  Therefore, the last hypothesis is 
stated as follows. 
H6: Salience of a SNS in a person’s daily life will be positively related to trust in the social networking site. 
METHOD 
We chose to test the research model by examining Facebook.  Since Facebook is the largest social networking site, we 
reasoned that Facebook users may better represent the average SNS user and the potential participant pool would be greatest 
for this site than any other SNS.  Our study was conducted via an online questionnaire.  Emails were sent to 63 people 
affiliated with a southwestern university in the U.S.  These people were selected based on their relatively wide range in ages 
and life stages.  If they used Facebook, they were asked to take the survey and if willing, to help distribute the survey link to 
all their Facebook friends.  The purpose of this technique was to sample a variety of participants in terms of age and 
background.  To encourage participation, participants were offered the option to enter a raffle to win one of two $50 gift 
certificates to a store of their choice.  The data for the current study was collected over a two-week period, resulting in 87 
total responses (responses came from people who were directly emailed as well as their Facebook friends whom they were 
asked to contact).  Of these, 80 responses were usable for our analysis. 
Measures 
Most measures for this study were either adopted directly or adapted from various extant literatures and adjusted to fit the 
context of our SNS study.  Measures for Internet privacy concern used a 5-point Likert-type response format ranging from 
“not at all” to “to a very large extent”.  All other independent variable measures used a 7-point Likert-type response scale 
ranging from “strongly disagree” to “strongly agree”.  Note that on the locus of control scale, low scores represent internality 
while high scores represent externality.  The items measuring the salience of SNS in daily life were developed for this study, 
but bears resemblance to the intensity of use concept in Ellison et al. (2007).  Finally, willingness to provide personal 
information simply asked respondents to assess the extent to which they were willing to submit each of 13 personal 
information items to the SNS.  The 13 personal information items included name, date of birth, hometown, address, email 
address, home phone, cell phone, photograph, high school(s) attended, college(s) attended, name of employer, interests, and 
personality.  Willingness to provide personal information was modeled as a formative construct since 1) the direction of 
causality is from the measurement items to the construct, 2) there is no reason to expect the measures to be highly correlated, 
and 3) dropping an indicator from the measurement model may alter the meaning of the construct (Jarvis, Mackenzie, & 
Podsakoff, 2003).  All other variables were modeled as reflective constructs.  The reflective measurement items for this study 
can be found in the Appendix. 
Participants 
Of the 80 valid responses, 53 (66%) respondents were 30 years-old and under.  The other respondents ranged in ages from 31 
to more than 61 years.  Fifty-four (67.5%) participants were female.  On average, participants indicated that they spent about 
1.2 hours (s.d.=1.12 hours) per day on Facebook and had been using Facebook for an average of 2.8 years (s.d.=1.87 years). 
Analysis and Results 
Table 2 shows the means and standard deviations of the dependent variable, i.e. the extent to which respondents were willing 
to provide their personal information to Facebook. 
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Table 2. Descriptive statistics for willingness to provide personal information to SNS 
 
SmartPLS Version 2.0 (Ringle, Wende, & Will, 2005) was used to analyze the research model.  The measurement model was 
assessed following the approach outlined by Chin (1998).  An initial assessment revealed two problems with the indicators of 
the dependent variable, i.e. some indicators had low path weights and some had opposite signs (both positive and negative).  
Cenfetelli and Bassellier (2009) suggest that as the number of indicators determining a formative construct is increased, the 
more likely it is that there will be indicators with low or insignificant weights.  Moreover, opposite signs in the path weights 
indicate existence of multicollinearity among the items (Cenfetelli & Bassellier, 2009).  Indeed, the variance inflation factor 
(VIF) statistics (a measure of collinearity) were above the 3.3 recommended cutoff for formative constructs (Diamantopoulos 
& Siguaw, 2006).  In such case, it is recommended that correlated items be collapsed into fewer indicators (Petter, Straub, & 
Rai, 2007).  Therefore, with the help of principal component analysis, we determined that the 13 items should be divided into 
4 distinct groups that are also conceptually different, as depicted in Table 3.  The first group contains information that can be 
used collectively to identify a person, although any one piece of information may not completely identify a specific person.  
For example, there can be more than one person in the world with the same name and one person might resemble another in a 
photograph.  The other three groups (personal contact information, impersonal contact information, and psychological 
attributes) are more straightforward. 
Four new indicators for the dependent variable were then created using the average values for each corresponding group; 
these indicators were used to replace the original 13.  The VIF statistics for the new indicators were below 1.8, signifying that 
the issue with multicollinearity had been resolved. 
 
Table 3. Groups of correlated items in willingness to provide personal information 
 
Variable Mean S.D.
My real name 4.25 0.80
My real date of birth 3.85 1.19
My real hometown 3.84 1.21
My real address 1.60 1.05
My real email address 3.17 1.28
My real home phone number 1.41 0.96
My real cell phone number 1.59 1.03
A real photograph of myself 4.35 0.86
The real high school(s) I've attended 4.16 1.07
The real college(s) I've attended 4.27 1.01
The name of my real employer 3.25 1.46
Information about my true interests 3.88 1.06
Information about my true personality 3.76 1.08
Note: Likert-type response scale ranges from “not at all” (1) to “ to 
a very large extent” (5).
Group Items Mean S.D.
My real name
My real date of birth
My real hometown
A real photograph of myself
The real high school(s) I've attended
The real college(s) I've attended
The name of my real employer
My real address
My real home phone number
My real cell phone number
Impersonal contact information My real email address 3.17 1.28
Information about my true interests









Lo  A Trust-Risk Model of Information Disclosure on SNSs 
Proceedings of the Sixteenth Americas Conference on Information Systems, Lima, Peru, August 12-15, 2010. 7 
Once the formative indicator issue was resolved, we were able to continue assessing the measurement model.  Results of the 
measurement model for reflective measures indicate that satisfactory reliability and validity were achieved (composite 
reliability, CR > .70; average variance extracted, AVE > .50).  See Table 4.  Results also suggest satisfactory discriminant 
validity: the square root of the AVE for each factor is greater than the correlations with other factors (Table 4), and the cross-
loadings show each item loading higher on its own factor than on other factors (Table 5).  One item measuring the locus of 
control and one item measuring salience of SNS were dropped due to loadings of less than .70. 
 
 
Table 4. Descriptive statistics, psychometric measurement validation, and correlations for reflective measures 
 
 
Table 5. Loadings and cross loadings for reflective measures 
 
Next, we examine the formative measures for the dependent variable using the 4 new indicators.  Reliability and validity are 
not assessed as they are for reflective measures; rather, formative measures are assigned beta weights as in a regression 
formula (Petter et al., 2007).  The weights for each item will demonstrate the item’s contribution to the construct.  While 
some researchers suggest removing items whose weights are non-significant (Diamontopolous & Winklhofer, 2001), others 
advocate retaining non-significant indicators to preserve content validity (Bollen & Lennox, 1991).  The weights of the new 
items measuring willingness to provide personal information to the SNS are given in Table 6.  The weight for the fourth item 
(psychological attributes) is relatively small; however, following Bollen and Lennox (1991), we retain all items measuring 













Internet privacy concern 3.38 0.98 0.8096 0.9445 0.8998
Locus of control 3.05 1.06 0.6536 0.8492 0.1119 0.8085
Perceived risk 4.77 1.34 0.7952 0.9395 0.6390 0.2478 0.8917
Salience of SNS in daily life 4.09 1.62 0.8102 0.9276 0.0690 0.1338 0.0719 0.9001
Trust in SNS 4.70 0.99 0.6871 0.9290 -0.1758 -0.1348 -0.1664 0.2862 0.8289
Note: The diagonals are the square roots of the average variance extracted (AVE) for each factor.
                          
Internet privacy 
concern Locus of control Perceived risk
Salience of SNS 
in daily life Trust in SNS
LOC_2 -0.0039 0.7268 0.1472 0.2052 -0.0681
LOC_3 0.1280 0.8264 0.2415 0.0230 -0.1496
LOC_4 0.1174 0.8658 0.1937 0.1429 -0.0918
PrivConcern_1 0.8795 0.0475 0.5633 -0.0543 -0.1884
PrivConcern_2 0.8890 0.1318 0.5882 0.0841 -0.1770
PrivConcern_3 0.9135 0.0878 0.5812 0.0940 -0.1530
PrivConcern_4 0.9165 0.1357 0.5654 0.1251 -0.1120
Risk_1 0.5968 0.2674 0.8714 0.1230 -0.1931
Risk_2 0.5396 0.1701 0.8929 0.0310 -0.0345
Risk_3 0.5437 0.1738 0.9111 0.0694 -0.1666
Risk_4 0.5930 0.2646 0.8911 0.0261 -0.1913
Salience_1 0.0961 0.0709 0.0448 0.9129 0.2152
Salience_2 -0.0060 0.0661 0.0091 0.9010 0.2809
Salience_3 0.1062 0.2173 0.1392 0.8863 0.2666
TrustSNS_1 -0.0875 -0.0552 -0.0741 0.4039 0.7938
TrustSNS_2 -0.0957 0.0212 -0.0958 0.2761 0.8520
TrustSNS_3 -0.1339 -0.0481 -0.0963 0.2167 0.8930
TrustSNS_4 -0.2031 -0.1384 -0.1913 0.2743 0.9208
TrustSNS_5 -0.3009 -0.3171 -0.2807 0.0383 0.7450
TrustSNS_6 0.0066 -0.1588 -0.0581 0.1458 0.7528
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willingness to provide personal information.  The first item (somewhat identifying information) contributed the most to the 
dependent variable construct (weight=0.7399). 
 
 
Table 6. Weights for formative measures 
 
The standard bootstrap resampling procedure was used to test the significance of the structural research model in SmartPLS.  
Figure 2 illustrates the model results from the analysis, with explanatory powers (R2) and standardized path coefficients (ß).  
 
 
Figure 2. Model results 
 
The results show that all of the 6 hypotheses were significant at the 0.05 level or better.  Internet privacy concern and locus of 
control explained 44.0% of the variance in perceived risk while Internet privacy concern and salience of SNS explained 
12.0% of the variance in trust.  In turn, perceived risk and trust explained 24.0% of the variance in willingness to provide 
personal information to the SNS. 
DISCUSSION 
As previously mentioned, one of the primary reasons for using a SNS is to connect with other users.  However, before 
connections can be made, users must first be willing to provide the SNS certain pieces of personal information so that their 
friends can search for, identify, and connect with them.  Nonetheless, in cases involving the release of personal information, 
privacy becomes a major concern for most people.  Our study explored a model in which two of the most prevalent factors in 
privacy contexts were tested along with three distal factors that we believe have significant impact in the SNS context.  The 
results show that all hypothesized relationships were significant.  The salience of a SNS in a person’s daily life appears to 
have a stronger relationship with trust in the SNS than Internet privacy concern has with trust in the SNS.  This is consistent 
with studies showing that situational influences may be stronger than dispositional ones in some cases (e.g. Thornton & 
Knox, 2002).  Another perspective is that situational factors interact with dispositions (the interactionist view).  However, 
post-hoc analysis failed to reveal any significant interaction between Internet privacy concern and salience on trust (p-value = 
0.257). 
The findings also demonstrate that perceived risk about SNSs in general appears to have a stronger impact on willingness to 
provide information than trust in the SNS in particular.  Perhaps this may have to do with the level of sensitivity of the 
information such that higher risk perceptions about giving highly sensitive information to SNSs in general tend to negate trust 
in a particular SNS.  Notice in Table 6 that the largest weight was assigned to the category item ‘somewhat identifying 
Items in willingness to provide personal information Weights
Somewhat identifying information 0.7399
Personal contact information 0.3754
Impersonal contact information 0.1428
Psychological attributes 0.0159
*    p ≤ 0.05
**   p ≤ 0.01
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information’ (0.7399), the next largest to ‘personal contact information’ (0.3754), followed by ‘impersonal contact 
information’ (0.1428), and finally the smallest weight was assigned to the category item ‘psychological attributes’ (0.0159).  
Intuitively speaking, larger weights appear to be assigned to the more sensitive information and smaller weights to the less 
sensitive information.  This provides a level of confirmation that our research model is more relevant in situations in which 
information is sensitive and thus privacy is a concern.  Additionally, this finding lends further support to the idea that in 
information privacy contexts, trust and risk play key roles.  Indeed, additional post-hoc analysis showed that when only the 
two most sensitive category items (‘somewhat identifying information’ and ‘personal contact information’) were in the 
model, all relationships remained significant.  However, when only the two least sensitive category items (‘impersonal 
contact information’ and ‘psychological attributes’) were in the model, the relationship between Internet privacy concern and 
trust, and the relationship between trust and willingness to share information both became nonsignificant (p-values = 0.073 
and 0.070, respectively). 
It is interesting to mention that while the category items with the largest weights intuitively seem more sensitive, they may 
not be so.  Referring back to Table 3, we see that on average, people are most willing to provide their ‘somewhat identifying 
information’ (mean=3.99, s.d.=0.78), even more so than their ‘psychological attributes’, the category with the smallest weight 
(mean=3.82, s.d.=1.05).  To investigate all the potential reasons for this discrepancy is beyond the scope of this paper.  
However, one possibility is that although people may be willing to provide one piece of information in the ‘somewhat 
identifying information’ category (e.g. hometown), they may not be willing to provide all 7 pieces of information in this 
category.  Thus, the 7 pieces of information combined may be more sensitive than each one individually.  For instance, Gross 
and Acquisti (2005) suggested that a person’s social security number can potentially be estimated using his or her birthdate, 
hometown, current residence, and current phone number.  In such a case, providing the pieces of information in the 
‘somewhat identifying information’ category along with the ‘personal contact information’ category would be a major 
privacy risk and therefore the categories would indeed be most sensitive. 
Limitations and Conclusion 
Several limitations of the study should be noted.  One limitation is the relatively small sample size compared to SNS studies 
of a larger scale.  Another limitation is the self-selection of participants in responding to the questionnaire.  This self-
selection could have somewhat accounted for the predominantly female sample; however, this may not necessarily be true 
since most Facebook users in the U.S. are indeed female.  According to a report at insidefacebook.com, the number of female 
Facebook users exceeds males in all 6 age categories reported (Smith, 2009).  A third limitation is that the study did not 
capture users’ actual information disclosure, but rather their willingness to disclose information. 
Overall, our study has demonstrated the potential importance of three antecedent factors that are salient in the context of a 
trust-risk model of information disclosure on SNSs.  Results show that both dispositional and situational factors can have 
significant impacts on risk perceptions of SNSs in general and trust in a specific SNS in particular.  In addition, our analysis 
suggests that the level of information sensitivity may be a potential moderator between trust and disclosure, and risk and 
disclosure.  Future research should elucidate how different categories of information rather than individual items of 
information might influence people’s willingness to disclose personal information. 
ACKNOWLEDGEMENTS 
The author gratefully acknowledges Dr. Cindy Riemenschneider for her help in the data collection and the Baylor University 
MIS Department for funding the raffle gift cards. 
REFERENCES 
1. Ajzen, I. (1991) The theory of planned behavior, Organizational Behavior and Human Decision Processes, 50, 179-211. 
2. Ajzen, I., and Fishbein, M. (1980) Understanding attitudes and predicting social behavior, Prentice Hall, Englewood 
Cliffs, NJ. 
3. Bhattacherjee, A. (2002) Individual trust in online firms: Scale development and initial test, Journal of Management 
Information Systems, 19(1), 211-241. 
4. Bollen, K., and Lennox, R. (1991) Conventional wisdom on measurement: A structural equation perspective, 
Psychological Bulletin, 110(2), 305-314. 
5. Boyd, D. M., and Ellison, N. B. (2007) Social network sites: Definition, history, and scholarship, Journal of Computer-
Mediated Communication, 13, 210-230. 
6. Cenfetelli, R. T., and Bassellier, G. (2009) Interpretation of formative measurement in information systems research, 
MIS Quarterly, 33(4), 689-707. 
7. Chin, W.W. (1998) The partial least squares approach for structural equation modeling, in G.A. Marcoulides (Ed.) 
Modern Methods for Business Research, Lawrence Erlbaum Associates, Mahwah, NJ, 295-336. 
Lo  A Trust-Risk Model of Information Disclosure on SNSs 
Proceedings of the Sixteenth Americas Conference on Information Systems, Lima, Peru, August 12-15, 2010. 10 
8. Diamantopoulos, A., and Siguaw, J. A. (2006) Formative versus reflective indicators in organizational measure 
development: A comparison and empirical illustration, British Journal of Management, 17, 263-282. 
9. Diamantopoulos, A., and Winklhofer, H. M. (2001) Index construction with formative indicators: An alternative to scale 
development, Journal of Marketing Research, 38, 259-277. 
10. DiMicco, J. M., and Millen, D. R. (2007) Identity management: Multiple presentations of self in Facebook, Proceedings 
of International ACM Conference on Supporting Group Work, Sanibel Island, FL. 
11. Dinev, T., and Hart, H. (2006) An extended privacy calculus model for e-commerce transactions, Information Systems 
Research, 17(1), 61-80. 
12. Dwyer, C., Hiltz, S. R., and Passerini, K. (2007) Trust and privacy concern within social networking sites: A comparison 
of Facebook and MySpace, Proceedings of the Thirteenth Americas Conference on Information Systems, Keystone, CO. 
13. Ellison, N. B., Steinfield, C., and Lampe, C. (2007) The benefits of Facebook ‘‘friends:’’ Social capital and college 
students’ use of online social network sites, Journal of Computer-Mediated Communication, 12, 1143-1168. 
14. Facebook. (2010) Press room, statistics. Palo Alto, CA. Retrieved February 23, 2010 from 
http://www.facebook.com/press/info.php?statistics. 
15. Fogel, J., and Nehmad, E. (2009) Internet social network communities: Risk taking, trust, and privacy concerns, 
Computers in Human Behavior, 25, 153-160. 
16. Gross, R., and Acquisti, A. (2005) Information revelation and privacy in online social networks, Proceedings of ACM 
Workshop on Privacy in the Electronic Society, Alexandria, VA. 
17. Hargittai, E. (2007) Whose space? Differences among users and non-users of social network sites, Journal of Computer-
Mediated Communication, 13, 276-297. 
18. Jarvis, C. B., Mackenzie, S. B., and Podsakoff, P. M. (2003) A critical review of construct indicators and measurement 
model misspecification in marketing and consumer research, Journal Of Consumer Research, 30, 199-218. 
19. Källmén, H. (2000) Manifest anxiety, general self-efficacy and locus of control as determinants of personal and general 
risk perception, Journal of Risk Research, 3(2), 111-120. 
20. Kazeniac, A. (2009) Social networks: Facebook takes over top spot, Twitter climbs, February 9, 2009. Retrieved 
November, 2009 from http://blog.compete.com/2009/02/09/facebook-myspace-twitter-social-network/. 
21. Komiak, S., Y., X., and Benbasat, I. (2006) The effects of personalization and familiarity on trust and adoption of 
recommendation agents, MIS Quarterly, 30(4), 941-960. 
22. Lampe, C., Ellison, N., and Steinfield, C. (2007) A familiar Face(book): Profile elements as signals in an online social 
network, Proceedings of the SIGCHI Conference on Human Factors in Computing Systems, San Jose, CA. 
23. Luo, X. (2002) Trust production and privacy concerns on the Internet: A framework based on relationship marketing and 
social exchange theory, Industrial Marketing Management, 31(2), 111-118. 
24. Malhotra, N. K., Kim, S. S., and Agarwal, J. (2004) Internet users’ information privacy concerns (IUIPC): The construct, 
the scale, and a causal model, Information Systems Research, 15(4), 336-355. 
25. Mayer, R. C., Davis, J. H., and Schoorman, F. D. (1995) An integrative model of organizational trust, Academy of 
Management Review, 20(3), 709-734. 
26. McKnight, D. H., Choudhury, V., and Kacmar, C. (2002) Developing and validating trust measures for e-commerce: An 
integrative typology, Information Systems Research, 13(3), 334-359. 
27. McKnight, D. H., Cummings, L. L., and Chervany, N. L. (1998) Initial trust formation in new organizational 
relationships, Academy of Management Review, 23(3), 473-490. 
28. MySpace. (2010) Pressroom, fact sheet. Los Angeles, CA. Retrieved February 23, 2010 from 
http://www.myspace.com/pressroom?url=/fact+sheet/. 
29. Petter, S., Straub, D., and Rai, A. (2007) Specifying formative constructs in information systems research, MIS 
Quarterly, 31(4), 623-656. 
30. Ringle, C. M., Wende, S., and Will, A. (2005) SmartPLS 2.0 (beta), http://www.smartpls.de. University of Hamburg, 
Hamburg, Germany. 
31. Rotter, J. B. (1966) Generalized expectancies for internal versus external control of reinforcement, Psychological 
Monographs, 80(1), whole no. 609. 
32. Smith, J. (2009) Latest data on Facebook’s US growth by age and gender – October 1, 2009.  Retrieved February, 2010 
from http://www.insidefacebook.com/2009/10/01/latest-data-on-facebooks-us-growth-by-age-and-gender-october-1-
2009/. 
33. Spector, P. E. (1988) Development of the work locus of control scale, Journal of Occupational Psychology, 61, 335-340. 
34. Thornton, B., and Knox, D. (2002) “Not in my back yard”: The situational and personality determinants of oppositional 
behavior, Journal of Applied Social Psychology, 32(12), 2554-2574. 
35. USC Center for the Digital Future. (2009) Digital Future Project. Retrieved December, 2009 from 
http://www.digitalcenter.org/pdf/2009_Digital_Future_Project_Release_Highlights.pdf. 
Lo  A Trust-Risk Model of Information Disclosure on SNSs 
Proceedings of the Sixteenth Americas Conference on Information Systems, Lima, Peru, August 12-15, 2010. 11 
36. Valenzuela, S., Park, N., and Kee, K. F. (2009) Is there social capital in a social network site?: Facebook use and college 
students’ life satisfaction, trust, and participation, Journal of Computer-Mediated Communication, 14, 875-901. 
37. Van Slyke, C., Shim, J. T., Johnson, R., and Jiang, J. (2006) Concern for information privacy and online consumer 
purchasing, Journal of the Association for Information Systems, 7(6), 415-444. 
 
  
Lo  A Trust-Risk Model of Information Disclosure on SNSs 






In general, it would be risky to give personal information to social networking sites.
There would be high potential for loss associated with giving personal information to social 
networking sites.
Providing social networking sites personal information would involve many unexpected 
problems.
The risk that personal information submitted to social networking sites could be misused is 
immense.
Dinev & Hart (2006), 
adapted
I believe that the Facebook company would act in my best interest when dealing with my 
personal information.
The Facebook company is interested in protecting my personal information according to the 
preferences I specify.
The Facebook company would tell the truth and fulfill its promises related to the personal 
information provided by me.
Malhotra et al. (2004), 
adapted
The Facebook company is sincere and genuine in managing my personal information.
McKnight et al. 
(2002), adapted
The Facebook company handles personal information submitted by users in a competent 
fashion.
Dinev & Hart (2006), 
adapted
The Facebook company performs its role of managing my personal information according to 
my privacy settings very well.
McKnight et al. 
(2002), adapted
I am concerned that the information I submit on the Internet could be misused.
I am concerned that a person can find private information about me on the Internet.
I am concerned about submitting information on the Internet because of what others might 
do with it.
I am concerned about submitting information on the Internet because it could be used in a 
way I did not foresee.
Becoming a victim of a privacy violation is mostly a matter of bad luck. [dropped ]
Not experiencing a privacy violation is primarily a matter of good fortune.
Most of the people who make the effort to avoid becoming privacy victims will still become 
victims.
It takes a lot of luck to avoid becoming a victim of a privacy violation.
Facebook is an important part of my daily life.
Logging on and checking my Facebook account has become a routine.
Being on Facebook is a meaningful part of my day.
When I'm not on my Facebook account, I often think about what's happening on it (what 
new messages are waiting for me, what new "friend" requests I have, etc.). [dropped ]
Salience of 
SNS in daily 
life














Malhotra et al. (2004), 
adapted
McKnight et al. 
(2002), adapted
